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Vision Statement 
Inspiring Minds, Creating Leaders 

Vision 
To ensure every child, experiences amazing learning, loves school and makes great progress.  

Mission 
Diyar School team believes that children need to control their own learning in order to 

develop a real love for learning. By engaging our students in inspiring, hands-on, critical 

thinking and problem-solving activities, we build their independence and confidence and 

enable them to become resilient, life-long learners. We see our students growing into 

adaptable young adults capable of embracing the challenges of the future, leading and 

influencing others.  

Diyar Learner Profile 

Diyar Learners: 

• Learn to levels that amaze them. 

• Collaborate. 

• Think critically. 

• Inquire and investigate. 

• Lead and influence. 

• Challenge and question. 
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STATEMENT OF INTENT 
The purpose of this policy (and supporting and linked policies/ documents) is to: 

 

• Set out the key principles expected of all members of the School 
community with respect to the use of digital technologies. 

• Safeguard and protect and educate the students and staff regarding 
acceptable use of Technology devices. 

• Set clear expectations of behavior and/or codes of practice relevant 
to responsible use of the internet for educational, personal, or 
recreational use for the whole school community. 

• Ensure that all members of the school community are aware that 
unlawful or unsafe behavior is unacceptable and that, where 
appropriate, disciplinary, or legal action will be taken. 

• Define clear structures and processes to deal with 
inappropriate/illegal activity whilst using digital technology, noting 
that these need to be cross referenced with other school policies. 

• Minimize the risk of misplaced or malicious allegations made against 
adults who work with students. 

 

Scope of the Policy 

This policy applies to all members of the School Community (including staff, 
students, volunteers, parents/cares, visitors, community users) who have access 
to and are users of school online and ICT systems, both in and out of the school. 

The school will deal with such incidents within this policy and associated behavior 
and antibullying policies and will, where known, inform parents / carers of 
incidents of inappropriate On-line Safety behavior that take place out of school. 
Where appropriate, incident may be referred to outside agencies, including the 
Police and Children’s services. 

Development / Monitoring /Review of this Policy 

This policy has been developed by 

• School ESafety leader and the ESafety team. 
• Headteacher / Senior Leadership Team 
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• ICT Technical staff 
• Teaching Staff 
• Students 

Schedule for Development /Monitoring / Review 
 

Title Diyar Private Academy Fujairah ESAFETY 
POLICY 

Version:   1.0 

Date: 
  April/09/2020 

Author eSafety Taskforce 
This eSafeguarding policy was Approved by Chief Education Officer 
approved by the Governing Body 
on:   

review dates April 2021 / April 2022 
The Governing Body will receive a Per Trimester 
report on the implementation of 
the policy including anonymous 
details of any safeguarding 
incidents at regular intervals: 

The school will monitor the impact of the policy using: 

• Logs of reported incidents 
• Internal monitoring data for network activity 
• Surveys / questionnaires of 

• students (including Every Child Matters Survey) 

• parents / carers 

• staff 

All staff and members of the School community must be informed of 

any relevant amendments to the policy. 
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A: Policy and Leadership 

A1: Policies 

A1.1: Online Safety Policy 

At Diyar School we believe that: 

• Children and young people should never experience abuse of any kind 

• Children should be able to use the internet for education and personal 
development, but safeguards need to be in place to ensure they are always 
kept safe. 

We recognize that: 

• The online world provides everyone with many opportunities; however, it 
can also present risks and challenges 

• We have a duty to ensure that all children, young people, and adults 
involved in our organization are protected from potential harm online 

• We have a responsibility to help keep children and young people safe 
online, whether they are using Diyar’s network and devices 

• All children, regardless of age, disability, race, religion, or belief have the 
right to equal protection from all types of harm or abuse 

• Working in partnership with children, young people, their parents, carers 
and other agencies is essential in promoting young people’s welfare and in 
helping young people to be responsible in their approach to online safety. 

We will seek to keep children and young people safe by: 

• Appointing an online safety Leader and forming an online safety team 

• Providing clear and specific directions to staff and volunteers on how to 
behave online through our behavior code for adults 

• Supporting and encouraging the young people using our service to use the 
internet, social media and mobile phones in a way that keeps them safe 
and shows respect for others 

• Supporting and encouraging parents and carers to do what they can to 
keep their children safe online 

• Developing an online safety agreement for use with young people and their 
parents/carers 
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• Developing clear and robust procedures to enable us to respond 
appropriately to any incidents of inappropriate online behavior, whether by 
an adult or a child/young person 

• Reviewing and updating the security of our information systems regularly 

• Ensuring that usernames, logins, email accounts and passwords are used 
effectively 

• Ensuring personal information about the adults and children who are 
involved in our organization is held securely and shared only as appropriate 

• Ensuring that images of children, young people and families are used only 
after their written permission has been obtained, and only for the purpose 
for which consent has been given 

• Providing supervision, support and training for staff and volunteers about 
online safety 

• Examining and risk assessing any social media platforms and new 
technologies before they are used within the organization. 

If online abuse occurs, we will respond to it by: 

• Having clear and robust safeguarding procedures in place for responding to 
abuse (including online abuse) 

• Providing support and training for all staff and volunteers on dealing with 
all forms of abuse, including bullying/cyberbullying, emotional abuse, 
sexting, sexual abuse, and sexual exploitation 

• Making sure our response takes the needs of the person experiencing 
abuse, any bystanders, and our organization into account 

• Reviewing the plan developed to address online abuse at regular intervals, 
to ensure that any problems have been resolved in the long term. 

A1.2: Acceptable Use Policy 

Purpose 

This policy aims to provide guidance on, and regulations for, the effective, safe, 
and responsible use of Digital Devices by all Diyar staff and students, in and 
outside of school, whether owned by the school or students / parents. 

We have the onus to fully prepare our students for the realities of the university 
and professional worlds and guide our staff on the acceptable use of their device 
to manage this accelerated change in technology. Technological fluency is as 
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essential as literacy and numeracy, and will support creativity and inquiry-based 
learning, which are cornerstones of our educational philosophy. 

As parents, administrators, and teachers, we recognize the importance of 
technology, now and in the future. Indeed, the future is here, as forward-thinking 
school embrace the inclusion of technology as a best- practice in teaching and 
learning. 

Beyond the simple reality that technology has, and will continue, to change and 
drive the way all things get done, significant research demonstrates that 
meaningful use of technology in the learning process has the following beneficial 
results for staff and students: 

• Promote ethical use of technology devices for both staff and students. 

• Promote a safe and secure technology usage environment for both 
stakeholders. 

• The development of 21st century learning skills, including experience 
consuming and producing multimodal content which will be mandatory 
for success in university study and workplaces of the future 

• Increased student engagement 

• Flexibility for teachers in addressing different learning styles, including 
interventions for students with special educational needs and English 
Language Learners, and extensions for those who benefit from 
additional challenge 

• Provision of a greater range and variety of assessment strategies for 
teachers 

• Promotion of inquiry and critical thinking skills. 

As Diyar school we are committed to providing our staff and students with the 
skills and attributes they will need to flourish in an ever-changing, technology- 
driven, global society while ensuring this happens in a safe and acceptable way of 
usage. This policy forms the basis of this commitment to all our students/ families, 
staff, and other stakeholders. 

Definition of Digital Devices 

The definition of Digital Devices at Diyar Private Academy includes, but is not 
limited to, the following: 

• Smartphones 

• Other mobile/cellular phones 
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• Tablets 

• E-readers 

• Portable media devices 

• Portable gaming devices 

• Laptop/notebook/Ultrabook computers 

• Wearable computing devices 

 
 

And any other devices with the capacity to access the Internet or store digital 
data in any format, including images, video, and audio files. 

It is recognized that, due to the rapidly changing nature of technology provision, 
additional forms of device may become available for use by staff and students in 
the future. And for this reason, the school reserves the right to include all such 
devices within the scope of this policy, as and when necessary. 

It must be noted that there is no logical reason for giving specific regard to this 
type of device over and above any other, except insofar as it is necessary to 
recognize that: 

• Due largely to media coverage of this device, there may be concerns among 
parents that it represents a unique form of hardware, bringing greater 
associated risks to their children than, for example, an Android tablet, a 
laptop computer or any other Internet-ready device. The school recognizes 
these concerns and will work with parents to address issues they may have. 

 
• There might significant difficulties faced by the school relating to the bulk 

deployment and maintenance of iPads and associated applications, and 
other related technology devices. But the school is devoted to ensuring that 
sound decisions are made regarding the procurement, deployment and 
management of all different technology devices and applications, from 
both a pedagogical standpoint and to ensure ethical compliance. 

Diyar Private Academy is committed to working with school administrators, 
teachers, parents, students, and the UAE authorities to ensure that the education 
and safety of its students are the overriding considerations in the provision of 
devices and systems to enhance learning. 

Bring Your Own Device (BYOD) 
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In line with the previously stated aim of preparing our students ‘for the realities of 
the university and professional worlds after school,’ The school has moved is 
towards BYOD as a cornerstone of its digital learning strategy. And as well 
teachers and other staff members are accepted to bring in their own devices if 
every device usage adhere to the set data protection policy, device usage policy 
and professional code of conduct. 

It is increasingly normal and desirable for students to utilize their own devices to 
enhance their learning, across the curriculum and to pursue their own interests 
outside of that sphere of learning. 

Alongside the attendant benefits for learning, it is recognized that there are 
significant risks associated with implementing BYOD schemes in school. The 
school as set BOYD acceptable parents’ agreement, policies, and programs in 
place to ensure that these risks are minimized, thereby ensuring successful 
implementation of BYOD in school, with education and safety of students being of 
paramount importance. These measures include: 

• The BYOD policy - a comprehensive guide to successful implementation 
and use of personal devices. 

• Appointment of Digital Learning Leaders in every school to lead 
implementation 

• Support to all school provided by a dedicated Digital Learning Team. 

• A comprehensive Professional Development Program aimed at ensuring 
that all employees have the skills and knowledge to affect the necessary 
shift in working practices. 

• Robust Digital Citizenship curriculum in all school to promote safe and 
responsible use of all devices, in and out of school. 

• Parents Agreements and the BOYD police to set out rights 
and responsibilities of all stakeholders 

• An on-going parental engagement communications team and e safety 
team are to support all parents as partners in BYOD and all aspects of 
digital learning. 

Legal Compliance 

Diyar school takes all reasonable steps to ensure that the use of digital devices by 
its staff and student complies with the law of the United Arab Emirates National 
safety standards and International Law. This includes, but is not limited to, the 
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respect of copyright, access to Internet sites deemed unsuitable by the UAE 
authorities and acceptable behavior, or ‘Netiquette’ when online. 

Insurance and Incidence of Financial Loss 

The school will make adequate provision for the insurance of all Digital Devices 
deployed and owned by school, including those devices loaned to students for the 
purposes of home use. Notwithstanding this provision, parents and students are 
required to recognize that students who are issued school devices are responsible 
for their care. Charges related to repair and replacement caused by abuse, 
misuse, negligence, or loss, as determined by the school’s administration, will be 
the responsibility of the student and his or her parents. Parents will NOT, 
however, be asked to provide a deposit of any kind for school-owned devices 
loaned to students for use outside of school. 

Where devices are owned by students/parents as part of BYOD schemes, the 
parents are responsible for the insurance, maintenance, and repair of those 
devices and for all loss, theft, and damage. 

Security and Child Protection 

The safeguarding of students is our top priority in managing their access to Digital 
Devices, online areas, and content and how they conduct themselves online. 

Diyar school, in addition to the ISP filters, provide additional Internet and network 

security to safeguard staff and students on campus. The policies have been defined 
as per different level of users, networks and computers as stipulated in these 
standards shall be continuously be monitored by School Digital learning team. School 

staff shall continuously strive to attain and raise these standards through 
comprehensive Professional Development sessions on the schools E-Learning Centre. 
CPD programs held online and directed and organized by the school such as 

organized digital learning clinics provided SLT and SMT Teams will be conducted 
through the E-Learning Center in conjunction with the Diyar eSafety Team and Digital 

Learning Team and through appointed Digital school leaders. Otherwise, these 

sessions will be conducted in a designated physical location. The Professional 
Development and Staff Competence program shall support the stewardship of Diyar 
staff in the field of online safety and will continue to push the staff’s knowledge and 

skills to be at forefront of online safety. to be at the forefront of promotion of online 
safety strategies and policy promote leadership in this regard. 
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The Professional Development and Staff Competence Program shall support the 
stewardship of Diyar Staff and will continue to incorporate continued assessment 
and monitoring to ensure staff knowledge and applied skills are at the forefront of 
online safety. The Professional Development and Staff Competence Program shall 
support the stewardship of Diyar Staff and will incorporate continued assessment 
and monitoring to ensure staff knowledge and applied skills are at the forefront of 
online safety. 

A1.3: Whole School application of the Policy. 

The school is committed to safeguarding and promoting the safety and wellbeing 

of children and young people. All staff are expected to share in this commitment. 

As an active member of this school-wide safeguarding effort you will promote 

safeguarding of pupils through early identification of child protection issues, 

including eSafety issues, and ensure appropriate intervention is taken in all 

educational settings. 

This policy statement shall be read alongside our organizational policies and 
procedures, including but not limited to: 

• Mission and vision 

• Social Media 

• Child protection/Safeguarding / Anti-bullying policy 

• Bring your own device (BYOD) policy 

• Professional standards policy 

• MOE students Behavior management distance learning. 

• Staff Recruitment policy 

NB: Please see the Appendix for the above policies 

A1.4: Unacceptable Use 

The school believes that the activities referred to in the following section would 
be inappropriate and Unacceptable in a school context and that users, as defined 
below, should not engage in these activities in school or outside school when 
using school equipment or systems. The school policy restricts certain internet 
usage as follows: 
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    Child sexual abuse images      ● 
Users shall not visit Promotion or conduct of illegal acts, e.g. Under the      ● 
Internet sites, make, post, child protection, obscenity, Computer misuse and 
download, upload, data fraud legislation Adult material that potentially 
transfer, communicate or breaches the UAE law. 
pass on, material, Racist material      ● 
remarks, proposals, or 

Pornography       
comments that contain or 

relate to:    Promotion of any kind of discrimination      ● 
    Promotion of racial or religious hatred      ● 
    Threatening behavior, including promotion of     ●  

    physical violence or mental harm. 
    Any other information which may be offensive to     ●  
    colleagues or breaches the integrity of the ethos 
    of the school or brings the school into disrepute 

Using school systems to run a private business     ●  

Use systems, applications, websites, or other mechanisms that bypass the     ●  

filtering or other safeguards employed by the school 

Uploading, downloading, or transmitting commercial software or any     ●  

copyrighted materials belonging to third parties, without the necessary licensing 
permissions    

Revealing or publicizing confidential or proprietary information (e.g. financial /      ● 
personal information, databases, computer I network access codes and 
passwords)     

Creating or propagating computer viruses or other harmful files     ●  

Carrying out sustained or instantaneous high-volume network traffic     ●  

(downloading / uploading files) that causes network congestion and hinders 
others in their use of the internet 

On-line gaming (educational)  ●     

On-line gaming (non-educational)     ●  

On-line gambling     ●  

On-line shopping / commerce   ●    

File sharing   ●    

Use of social networking sites   ●    

Use of video broadcasting e.g. YouTube    ●   
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A1.4.1: Strategies for Managing and responding to Unacceptable Use 

It is hoped that all members of the school community will be responsible users of 
ICT, who understand and follow this policy. However, there may be times when 
infringements of the policy could take place, through careless or irresponsible or, 
very rarely, through deliberate misuse. 

If members of staff suspect that misuse might have taken place, but that the 
misuse is not illegal it is essential that correct procedures are used to investigate, 
preserve evidence, and protect those carrying out the investigation 

It is more likely that the school will need to deal with incidents that involve 
inappropriate rather than illegal misuse. It is important that any incidents are 
dealt with as soon as possible in a proportionate manner, and that members of 
the school community are aware that incidents have been dealt with. It is 
intended that incidents of misuse will be dealt with through normal behavior / 
disciplinary procedures as follows 

A1.4.1.0 Managing Students Unacceptable Use 

Safe and acceptable student use of online technologies and spaces shall be 
promoted through the School’s Policies and Strategies. 

Staff digital leaders shall work with education leaders to support acceptable uses of 
technology by students and encourage responsible behavior online by students. 

Designated student digital leaders shall work within their classes to educate 
classmates regarding acceptable use and monitor student uses of technology and 
behavior online. Designated student leaders report unacceptable uses of 
technology to the student representative of the ESafety Task Force. 

Users who are found in contempt of Acceptable Use as set out in the Online 
Safety Policies shall be subject to appropriate consequences consistent with the 
school code of conduct policy. 

Strategies for managing unacceptable use may include but are not limited to the 
following: 
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Deliberately accessing or trying to ●  ●  ● ●   

access material that could be considered illegal (see list in 
earlier section on unsuitable / inappropriate activities). 

Unauthorized use of non-educational sites during lessons ●      ●  

Unauthorized use of mobile phone / digital camera / other ●  ●  ●    

handheld device 

Unauthorized use of social networking /instant messaging / ●     ●   

personal email 

Unauthorized downloading or uploading of files ●    ● ●   

Allowing others to access school network by sharing username ●    ● ●   

and passwords 

Attempting to access or accessing the ●      ●  

school network, using another student’s / pupil’s account 

Attempting to access or accessing the ●  ●  ● ●   

school network, using the account of a 
member of staff 

Corrupting or destroying the data of other users ●     ●  ● 
Sending an email, text or instant message that is regarded as ●  ●   ●  ● 
offensive, harassment or of a bullying nature 

Continued infringements of the above, following previous ●     ● ● ● 
warnings or sanctions 

Actions which could bring the school into disrepute or breach ●  ●   ● ●  

the integrity of the ethos of the school 

Using proxy sites or other means to subvert the school’s ●     ● ●  

filtering system 

Accidentally accessing offensive or pornographic material and ●  ●   ● ●  

failing to report the incident 

Deliberately accessing or trying to access offensive or ●  ●   ● ●  

pornographic material 

Receipt or transmission of material that ●      ●  

infringes the copyright of another person or infringes the Data 
Protection Act 
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A1.4.1.1 Managing Staff Unacceptable Use 
 

Staff Actions/Sanctions   
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Deliberately accessing or trying to access 
material that could be considered illegal (see list 
in earlier 
section on unsuitable / inappropriate activities). 

 ● ● ● ● ● ● ● 

Excessive or inappropriate   personal   use of
 th
e internet / social networking sites / instant messaging 
/ personal email 

● ●    ●  
● 

Unauthorized downloading or uploading of files ● ●    ●   

Allowing others to access school network by sharing 
username and passwords or attempting to access or 
accessing the school network, using another 
person’s 
account 

● ●    ●   

Careless   use   of   personal   data   e.g.   holding or 
transferring data in an insecure manner 

    ● ●   

Deliberate actions to breach data protection or 
network security rules 

        

Corrupting or destroying the data of other users or 
causing deliberate damage to hardware or software 

 
● ● ● 

  
● ● 

Sending an email,   text or instant message that 
is regarded as offensive, harassment or of a bullying 
nature 

 ● ●    ● ● 

Using personal email / social networking / 
instant messaging / text messaging to carrying 
out digital 
communications with students / pupils 

 ●    ●  
● 

Actions which could compromise the staff member’s 
professional standing 

 
● 

   
● 

 
● 

Actions which could bring the school into disrepute or 
breach the integrity of the ethos of the school 

 
● ● 

    
● 

Using proxy   sites or other   means to   subvert   the 
school’s filtering system 

 ●    ●   

Accidentally   accessing   offensive or pornographic 
material and failing to report the incident 

 ●       

Deliberately accessing or trying to access offensive or 
pornographic material ● ● ● 

   
● ● 

Breaching copyright or licensing regulations  ●    ●   

Continued infringements of the above, following 
previous warnings or sanctions 

 
● ● 

    
● 
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A1.4.1.2 Managing Parents and wider community Unacceptable Use 

Notices shall be placed at school on entry and around the school advising on the 
acceptable and non-acceptable use of technology and should there be a violation, 
the child protection officer and the online safety leader shall be involved. 

The offender shall be asked to forfeit the digital information acquired such as 
images, documents, among others. And shall be escorted from the premises by 
Security. 

In the case of a parent a written warning shall be issued while for a visitor entry to 
school premises shall be revoked. 

 
 

A1.5: Reporting 

• Multiple channels for reporting online safety incidents shall be availed to 
students, staff, and parents. Members of the community shall be made 
aware of these different methods for reporting online safety incidents. 

• Staff shall be instructed on policies and procedures regarding reporting 
online safety incidents through induction and subsequent follow-up CPDs. 

• Students shall be made aware of the same through advisory class meetings 
and as embedded in the curriculum. 

• Parents shall be made aware through emails, brochures and through 
communication devised by the School Communications Team. The Parent 
Council also receives feedback and concerns from the Parent Community. 

• All online safety incidents shall be reported, recorded, and escalated to the 
designated Online Safety Leader. 

• The Online Safety Leader and the Designated Safeguarding Leader act as 
first point of contact for any complaint. 

• Any complaint about staff misuse shall be escalated to the Principal under 
the school discipline policy. 

• Complaints of cyber-bullying are dealt with in accordance with our Anti- 
Bullying Policy or Behavior Policy. 

• Complaints related to child protection are dealt with in accordance with 
school and national authority Child Protection policies and procedures. 

• The school will take all reasonable precautions to ensure on-line safety. 
However, owing to the international scale and linked nature of Internet 
content, the availability of mobile technologies and speed of change, it is not 
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possible to guarantee that unsuitable material will never appear on a 
school computer or mobile device. 

A2.0: Stakeholders Roles and Responsibilities and 
Acceptable Use 

All staff and students are expected to take responsibility for ensuring online 
safety and act as proactive custodians of our ESafety policies. 

All Diyar we believe that eSafeguarding is the responsibility of the whole school 
community, and everyone has a responsibility to ensure that all members of the 
community can benefit from the opportunities that technology provides for 
learning and teaching. 

All stake holders are responsible for promoting and supporting safe behaviors on and 
off campus and following school’s acceptable use procedures and on-line safety 
procedures. Central to this is fostering a ‘No Blame’ culture so that students feel able 
to report any bullying, abuse, or inappropriate materials. The following 
responsibilities demonstrate how each member of the community will contribute. 

A2.0.1 Responsibilities of the Senior Leadership Team: 

• The Principal has overall responsibility for eSafeguarding all members of 
the school community, though the day to day responsibility for 
eSafeguarding will be delegated to the eSafeguarding Leader. 

• The Principal and senior leadership team are responsible for ensuring 
that the eSafeguarding Leader and other relevant staff receive suitable 
training to enable them to carry out their eSafeguarding roles and to 
train other colleagues when necessary. 

• The Principal and senior leadership team will ensure that there is a 
mechanism in place to allow for monitoring and support of those in 
school who carry out the internal eSafeguarding monitoring role. This 
provision provides a safety net and supports those colleagues who take 
on important monitoring roles. 

• The senior leadership team will receive monitoring reports from the 
eSafeguarding Leader. 

• The Principal and senior leadership team should ensure that they are 
aware of procedures to be followed in the event of a serious 
eSafeguarding incident 
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• The Principal and senior leadership team should receive update reports 
from the eSafety Team/Taskforce. 

A2.0.2 Responsibilities of the eSafeguarding Taskforce 

• To ensure that the school eSafeguarding policy is current and pertinent. 

• To ensure that the school eSafeguarding policy is systematically 
reviewed at agreed time intervals. 

• To ensure that school Acceptable Use Policies are appropriate for the 
intended audience. 

• To promote to all members of the school community the safe use of the 
internet and any technologies deployed within school. 

A2.0.3 Responsibilities of the eSafeguarding Leader 

• To promote an awareness and commitment to eSafeguarding 
throughout the school. 

• To be the first point of contact in school on all eSafeguarding matters. 

• To take day-to-day responsibility for eSafeguarding within school and to 
have a leading role in establishing and reviewing the school 
eSafeguarding policies and procedures. 

• To lead the school eSafeguarding group or Taskforce. 

• To have regular contact with other relevant external eSafeguarding 
Taskforces 

• To communicate regularly with school technical staff. 
• To communicate regularly with the designated eSafeguarding governor. 
• To communicate regularly with the senior leadership team. 
• To create and maintain eSafeguarding policies and procedures. 

• To develop an understanding of current eSafeguarding issues, guidance, 
and appropriate legislation. 

• To ensure that all members of staff receive an appropriate level of 
training in eSafeguarding issues. 

• To ensure that eSafeguarding education is embedded across the 
curriculum. 

• To ensure that eSafeguarding is promoted to parents and carers. 

• To liaise with the local authority, and other relevant agencies as 
appropriate. 

• To monitor and report on eSafeguarding issues to the eSafeguarding 
group and the senior leadership team as appropriate. 
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• To ensure that all staff are aware of the procedures that need to be 
followed in the event of an eSafeguarding incident. 

• To ensure that an eSafeguarding incident log is kept up to date. 

A2.0.4 Responsibilities for all Teaching and Support Staff include, but 
not limited too. 

• Ensuring that they have an up to date awareness of online safety matters 
and of the current School On-line Safety Policy and practices. 

• Ensure they have read, understood, and signed the Staff Acceptable Use 
Policy (AUP). 

• Ensure they report any suspected misuse or problem to the Principal or 
Online Safety Leader for investigation and action. 

• Ensure all digital communications with students / parents / cares should be 
on a professional level and only carried out using official school systems. 

• Ensure on-line safety issues are embedded in all aspects of the curriculum 
and other activities. 

• Ensure students understand and follow the Online Safety Policy and 
acceptable use policies. 

• Ensure students have a good understanding of research skills and the need 
to avoid plagiarism and uphold copyright regulations. 

• Ensure that they monitor the use of digital technologies, mobile devices, 
cameras, iPads, etc. in lessons and other school activities (where allowed) 
and implement current policies regarding these devices. 

• Ensure that in lessons where internet use is pre-planned students are guided 
to sites checked as suitable for their use and that processes are in place for 
dealing with any unsuitable material that is found in internet searches. 

 

 

A2.0.5 Responsibilities of Students. 

• To read, understand and adhere to the school student Acceptable 
Use Policy. 

• To help and support the school in the creation of eSafeguarding policies 
and practices and to adhere to any policies and practice the school 
creates. 

• To know and understand school policies on the use of mobile phones, 
digital cameras, and handheld devices. 
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• To know and understand school policies on the taking and use of mobile 
phones. 

• To know and understand school policies regarding cyberbullying. 

• To take responsibility for learning about the benefits and risks of using 
the internet and other technologies safely both in school and at home. 

• To be fully aware of research skills and of legal issues relating to 
electronic content such as copyright laws. 

• To take responsibility for each other’s safe and responsible use of 
technology in school and at home, including judging the risks posed by 
the personal technology owned and used outside school. 

• To ensure they respect the feelings, rights, values, and intellectual 
property of others in their use of technology in school and at home. 

• To understand what action, they should take if they feel worried, 
uncomfortable, vulnerable or at risk while using technology in school 
and at home, or if they know of someone who this is happening to. 

• To understand the importance of reporting abuse, misuse, or access to 
inappropriate materials and to be fully aware of the incident-reporting 
mechanisms that exists within school. 

• To discuss eSafeguarding issues with family and friends in an open and 
honest way. 

 
 

A2.0.6 Responsibilities of Technical Staff 

• To read, understand, contribute to, and help promote the school’s 
eSafeguarding policies and guidance. 

• To read, understand and adhere to the school staff Acceptable Use Policy. 

• To report any eSafeguarding related issues that come to your attention 
to the eSafeguarding Leader. 

• To develop and maintain an awareness of current eSafeguarding issues, 
legislation, and guidance relevant to their work. 

• To maintain a professional level of conduct in your personal use of 
technology always. 

• To support the school in providing a safe technical infrastructure to 
support learning and teaching. 

• To ensure that access to the school network is only through an 
authorized, restricted mechanism. 

• To ensure that provision exists for misuse detection and malicious attack. 
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• To take responsibility for the security of the school ICT system. 

• To liaise with the local authority and other appropriate people and 
organizations on technical issues. 

• To document all technical procedures and review them for accuracy at 
appropriate intervals. 

• To restrict all administrator level accounts appropriately. 

• To ensure that access controls exist to protect personal and sensitive 
information held on school-owned devices. 

• To ensure that appropriate physical access controls exist to control 
access to information systems and telecommunications equipment 
situated within school. 

• To ensure that appropriate backup procedures exist so that critical 
information and systems can be recovered in the event of a disaster. 

• To ensure that controls and procedures exist so that access to school- 
owned software assets is restricted. 

A2.0.7 Responsibilities of Parents / Carers 

• To help and support the school in promoting eSafeguarding. 

• To read, understand and promote the school pupil Acceptable Use 
Policy with their children. To be issued with the home/school 
agreements in the Autumn term. 

• To take responsibility for learning about the benefits and risks of using 
the internet and other technologies that their children use in school and 
at home. 

• To take responsibility for their own awareness and learning in relation to 
the opportunities and risks posed by new and emerging technologies. 

• To discuss eSafeguarding concerns with their children, show an interest 
in how they are using technology and encourage them to behave safely 
and responsibly when using technology. 

• To model safe and responsible behaviors in their own use of technology 

• To consult with the school if they have any concerns about their 
children’s use of technology. 

• To agree to and sign the Acceptable use agreement which clearly sets 
out the use of photographic and video images outside of school. 

• To read and adhere to a home-learning agreement containing the 
following statements: 
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• We will support the school approach to online safety and not 
deliberately upload or 

o add any images, sounds or text that could upset or offend any 
member of the school community 

o We will support the school’s stance on the use of ICT and ICT 
equipment Images taken of pupils at school events will be for 
personal use only and not uploaded or shared via the internet 

o Parents may take photographs at school events: however, they must 
ensure that any images or videos are used in respect to the 
Acceptable use policy and the School social media policy. 

o Parents and carers are required to give written consent for the use of 
any images of their children in a variety of different circumstances. 

A2.0.8 Responsibilities of Other Community/ External Users 

Community Users who access school ICT systems / website / VLE as part of the 
Extended School provision will be expected to sign a Community User AUP before 
being provided with access to school systems. 

• The school will liaise with local organizations to establish a common 
approach to eSafeguarding and the safe use of technologies. 

• The school will be sensitive and show empathy to internet-related issues 
experienced by pupils out of school, e.g. social networking sites, and offer 
appropriate advice where appropriate. 

• Any external organizations will sign an Acceptable Use Policy prior to using 
any equipment or the internet within school. 

• The school will provide an Acceptable Use Policy for any guest who needs 
to access the school computer system or internet on school grounds. 

• The school will ensure that appropriate levels of supervision exist when 
external organizations make use of the internet and ICT equipment within 
school 

 
A2.1: Online Safety Leader 

The school has a designated online safety leader , who leads the online safety 
group and ensure the policies, procedures, and online safety strategy are 
followed. 



   
 

 
 

Designation Responsibilities 

Online Safety Leader Leads all aspects of online safety; monitors and reports 
issues and incidents to the school’s designated 
Safeguarding Lead (Principal). Leads the online safety 
group and is responsible for providing adequate and 
relevant training and awareness to staff, students, and 
parents. 

 
 

A2.2: Online Safety Group 

This group shall monitor the online safety policies and report issues to the 
designated Online Safety Leader. The group shall also research and to stay 
informed and apply best practices regarding online safety. 

The Online safety group is representative of all stakeholders of the School 
community and includes School Leaders. This group works alongside the overall 
health and safety group and the communications team to ensure all aspects of 
policy are upheld and respected. Membership includes the following: 

 

Stakeholder Responsibility 

Student Representative Reflect the views and concerns of 
students in relation to ESafety and 
provide feedback to students on 
updates to strategies and policies via 
the Student Council forum. 

 Parent Representative 
 

Reflect the views and concerns of 

 parents in relation to ESafety and 
 provide feedback to parents on 
 updates to strategies and policies via 
 the PTSA forum. 

 

19 | P a g e 



   
 

 
 

20 | P a g e 

Counselor Advises, monitors, and reports all 
aspects of online safety related to 
student wellbeing. Supports individual 
students on issues relating to online 
safety and wellbeing. 

Technical Support Advises, monitors, and reports on all 
aspects of online security and 
technology needs as well as policies. 
Ensures firewalls, security measures, 
and infrastructure are in place and 
aligns to school and national 
expectations and regulations. 

Digital Learning Support Supports digital learning across the 
school and advises on and monitors 
best practices to ensure strategies are 
appropriate to the needs of the 
students. Monitors and ensures 
strategies are in place and continually 
reviews impact and development of the 
online strategy. 

Table of task force and committee members in Appendix 6 
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A3: Communication Technologies 

The school utilizes multiple communications technologies for different types of 
communication. 

When using communication technologies, the school considers the following as 
good practice: 

▪ 
The official school email service may be regarded as safe and 
secure and is monitored. Staff and pupils should therefore use 
only the school email service to communicate with others 
when in school, or on school systems (e.g. by remote access). 

▪ 
Yammer is the designated communication app used for on-site 
instant messaging via mobile communication as this may be 
monitored. WhatsApp and Facebook are only used under strict 
guidelines for marketing purposes. 

▪ 
Digital content shall always be filtered through the FortiGate 
routers with FortiClient firewall which has high security 
thresholds to prevent student access to inappropriate material. 

▪ 
Users need to be aware that email communications may be monitored 

▪ 
Users must immediately report, to the nominated person, in 
accordance with the school policy, the receipt of any email 
that makes them feel uncomfortable, is offensive, threatening 
or bullying in nature and must not respond to any such email. 

▪ 
Any digital communication between staff and pupils or parents / 
carers (email, chat, LMS etc.) must be professional in tone and 
content. 
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Mobile device may be brought to ●       ●  

school 

Use of mobile devices in lessons  ●       ● 
 

Use of mobile devices in social time ●        ● 
 

Taking photos on school devices  ● ●  ●   ● ● 

Taking students’photos on personal    ●     ● 
mobile devices 

Use of hand held devices eg PDAs,  ●       ● 
PSPs 

Use of personal email addresses in    ●     ● 
school, or on school network 

Use of school email for personal    ●     ● 
emails 

Use of chat rooms / facilities    ●     ● 

Use of instant messaging  ●       ● 

Use of social networking sites  ● ●      ● 

Use of blogs ●       ●  

 
 

A3.1: Mobile Device 

The following devices may be utilized across the school: 

• Tablets 

• Laptops 
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• Digital cameras 

• Wearables such as SMART watches and headphones 

• Graphic tablets etc. 

These devices may be school owned/provided or personally owned and are used 
on the school network. The device then has access to the wider internet which 
may include the school’s learning platform and other cloud-based services such as 
email and data storage. 

All users should understand that the primary purpose of the use mobile/personal 
devices in a school context is educational. Teaching about the safe and 
appropriate use of mobile technologies should be an integral part of the school’s 
On-line Safety education program. 

The school Acceptable Use Policy and BYOD for staff, pupils/students and 
parents/carers will be considered during the use of mobile technologies. 

A3.2: Managing Digital Content 

Development of digital content has created significant benefits to learning, 
allowing staff and pupils instant use of content that they have created themselves 
or downloaded from the internet. However, staff and pupils need to be aware of 
the risks associated with sharing images and with posting digital images on the 
internet. Those images may remain available on the internet forever and may 
cause harm or embarrassment to individuals in the short or longer term. 

The school will inform and educate users about these risks and will implement 
policies to reduce the likelihood of the potential for harm: 

The following shall be emulated and encouraged throughout the school. 

• When using digital content, staff should inform and educate pupils about the 
risks associated with the taking, use, sharing, publication and distribution of 
images. They should recognize the risks attached to publishing their own 
content images on the internet e.g. on social networking sites. 

• Staff can take digital / video images or other content to support 
educational aims, but must follow school policies concerning the sharing, 
distribution, and publication of this content. Images should only be taken 
on school equipment the personal equipment of staff should not be used 
for such purposes. 
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• Care should be taken when taking digital / video images that pupils are 
appropriately dressed and are not participating in activities that might bring 
the individuals or the school into disrepute. 

• Pupils must not take, use, share, publish or distribute images of others 
without their permission. 

• Photographs published on the website, or elsewhere that include pupils will 
be selected carefully and will comply with good practice guidance on the 
use of such images. 

• Pupils’ full names will not be used anywhere on a website or blog, 
particularly in association with photographs. 

• Written permission from parents or carers will be obtained before pupils 
are published on the school website. Parents are asked to send a negative 
response at the beginning of the year, and this is kept on file. 

• Pupil’s work can only be published with the permission of the pupil and 
parents or carers. 

• When searching for images, video or sound clips, or any other content, 
pupils will be taught about copyright and acknowledging ownership 

• There is a social media policy which determines how marketing information 
is posted and dictates the school’s response to feedback. (See Social Media 
Policy) 

• Digital content for publications is approved by the Communications Team 
and CEO. Press releases are only approved by the CEO. 

• National copyright and data protection regulations apply in relation to digital 
content and all staff and students are made aware of these restrictions. Open 
data sites are accessed under ‘creative common’ license laws. 

A3.3: Professional Standards 

The school has a professional standards policy which outlines all expectations 
placed upon staff. Infringement of online protocol and procedures is managed 
through the same and in line with the agreed ESafety policy. 

See Appendix 8 from Appendix list 
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B: Infrastructure 

B1: password 

B1.1: Password Security 

Passwords are an important aspect of computer security. They are the front line 
of protection for user accounts. Following policies shall be followed to ensure 
Password security 

B1.1.1. General Password Security Rules 

1. All production system-level passwords must be part of the Information 
Security administrated global password management database. 

2. All user-level passwords (e.g., email, web, desktop computer, etc.) cannot 
reuse the past 10 passwords. 

3. User accounts with access to Administrator privileges must have a unique 
password from all other accounts held by that user. 

4. All user-level, system-level, and administrator access level passwords must 
conform to the password creation guidelines described below in B.1.1.2. 

5. All passwords that are no longer needed must be deleted or disabled 
immediately based on password deletion guidelines based on B.1.1.3. 

B1.1.2. Password Creation Guidelines 

The creation of passwords of any level should follow the guidelines below: 

1. Be a minimum length of eight (8) characters on all systems. 
2. Not be a dictionary word or proper name. 
3. Not be the same as the User ID. 
4. Not be identical to the previous ten (10) passwords. 
5. Not be transmitted in the clear or plaintext outside the secure location. 
6. Not be displayed when entered. 
7. Ensure passwords are only self-reset or reset by authorized administrator. 

B1.1.3. Password Deletion Rules 

All passwords that are no longer needed must be deleted or disabled immediately. 

This includes, but is not limited to, the following: 

1. When a user retires, quits, is reassigned, released, dismissed, etc. 
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2. Default passwords shall be changed immediately. 
3. Contractor accounts, when no longer needed to perform their duties. 

B2: Services 

B2. 1: Filtering 

Filtering services are setup on FortiGate routers with the FortiClient firewall setup 
with the filtering categorization based on FortiClient universal lists. 

There is categorization based on the user and the method of connection to our 
network services. 

The teacher LAN and Wireless filtering is setup to allow for most email, audio video. 
Social media, P2P, remote access, gaming is setup to be blocked. 

For the Wi-Fi access given to students is restricted to permitted education sites 
and applications approved to eLearning. 

B2.2: Technical Security 

All IT infrastructure is setup behind biometric access. Only the group IT personnel 
have access to the core IT Infrastructure of the school. Access is not granted to 
anyone outside said team and any contract personnel that might need access to 
these restricted areas have to be escorted by authorized personnel. 

B2.3: Protecting Personal Information 

Personal data will be recorded, processed, transferred, and made available 
according to the following guidelines as stipulated by the school which state that 
personal data must be: 

• Fairly and lawfully processed 

• Processed for limited purposes 

• Adequate, relevant, and not excessive 

• Accurate 

• Kept no longer than is necessary 

• Processed in accordance with the data subject’s rights 

• Secure 

• Only transferred to others with adequate protection 

The school must ensure that: 
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• It will hold the minimum personal data necessary to enable it to perform its 
function and it will not hold it for longer than necessary for the purposes it 
was collected for. 

• Every effort will be made to ensure that data held is accurate, up to date 
and that inaccuracies are corrected without unnecessary delay. 

• All personal data will be fairly obtained in accordance with the “Privacy 
Notice” and lawfully processed in accordance with the “Conditions for 
Processing”. 

• Risk assessments are carried out 

• It has clear and understood arrangements for the security, storage, and 
transfer of personal data 

• Data subjects have rights of access and there are clear procedures for this 
to be obtained 

• There are clear and understood policies and routines for the deletion and 
disposal of data 

• There is a policy for reporting, logging, managing, and recovering from 
information risk incidents 

• There are clear policies about the use of cloud storage/cloud computing 
which ensure that such data transfer/storage meets the requirements laid 
down by the school and national law. 

Staff must ensure that they: 

• At all times take care to ensure the safe keeping of personal data, 
minimizing the risk of its loss or misuse. 

• Use personal data only on secure password protected computers and other 
devices, ensuring that they are properly “logged-off” at the end of any 
session in which they are using personal data. 

• Transfer data using encryption and secure password protected devices. 

When personal data is stored on any portable computer system, memory stick or 
any other removable media: 

• the data must be encrypted, and password protected 

• the device must be password protected 

• the device must offer approved virus and malware checking software 

• the data must be securely deleted from the device, in line with school 
policy (below) once it has been transferred or its use is complete 
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C: Education 

C1: Children and Young People 

Whilst regulation and technical solutions are very important, their use must be 
balanced by educating students to take a responsible approach. The education of 
students in online safety is therefore an essential part of the school’s on-line 
safety provision. Children and young people need the help and support of the 
school to recognize and avoid on-line safety risks and build their resilience. On- 
line safety should be a focus in all areas of the curriculum and staff should 
reinforce online safety messages across the curriculum 

C1.1: Online Safety Education 

Students 

Online safety education is built into the IT curriculum at age appropriate levels 
and these aspects are revisited continually – especially at the start of each term. 
The on-line safety curriculum should be broad, relevant and provide 
progression, with opportunities for creative activities and will be provided in the 
following ways: 

• We will provide a series of specific eSafety-related lessons in every year 
group/specific year groups as part of the ICT curriculum and Advisory class 
PSHE sessions. 

• We will celebrate and promote eSafety through a planned program of 
assemblies and whole-school activities, including promoting Safer Internet 
Day each year. 

• We will discuss, remind or raise relevant eSafety messages with pupils 
routinely wherever suitable opportunities arise during all lessons; including 
the need to protect personal information, consider the consequences their 
actions may have on others, the need to check the accuracy and validity of 
information they use and the need to respect and acknowledge ownership 
of digital materials. 

• Any internet use will be carefully planned to ensure that it is age appropriate 
and supports the learning objectives for specific curriculum areas. 

• Pupils will be taught how to use a range of age-appropriate online tools in a 
safe and effective way. 

• We will remind pupils about their responsibilities through an end-user 
Acceptable Use 



   
 

 
 

29 | P a g e 

• Policy which will be displayed throughout the school and will be displayed 
when a pupil logs on to the school network. 

• Staff will model safe and responsible behavior in their own use of 
technology during lessons. 

• We will teach pupils how to search for information and to evaluate the 
content of websites for accuracy when using them in any curriculum area. 

• When searching the internet for information, pupils will be guided to use 
age-appropriate search engines. All use will be monitored, and pupils will 
be reminded of what to do if they come across unsuitable content. 

• All pupils will be taught in an age-appropriate way about copyright in 
relation to online resources and will be taught to understand about 
ownership and the importance of respecting and acknowledging copyright 
of materials found on the internet. 

• Pupils will be taught about the impact of cyberbullying and know how to 
seek help if they are affected by any form of online bullying. 

• Pupils will be made aware of where to seek advice or help if they 
experience problems when using the internet and related technologies, i.e. 
parent or carer, teacher or trusted staff member. 

See Appendix 12 

C1.2: Digital Citizenship 

The school has a Digital Citizenship policy which is designed to ensure 
our students are aware and responsible for their online behavior and 
actions. 

 
See Appendix 12 

C1.3: Contribution of Young People 

To engage our students in all aspects of digital learning and ESafety the school 
ESafety Task Force and Committee shall: 

• Issue regular surveys and questionnaires to evaluate student responses. 
This data shall be analyzed and used to inform next steps or to further 
ensure best practice. 

• Students are provided with and anonymous tool to help with reporting 
of incidents, suggestions, and Whistleblowing 

 
 

 



30 | P a g e 

   
 

  

• Students shall be encouraged to become increasingly skilled in using 
digital devices, learning and understand who they can approach in the 
case of online safety issues. 

• Focus weeks and events shall reinforce the practice of staying vigilant 
and reporting concerns. 

• Student Council shall discuss ESafety challenges and the student 
representative brings serious issues to the ESafety Task Force. 

C2: Staff Training 

It is essential that all staff receive eSafety training and understand their 
responsibilities, as outlined in this policy 

Staff Training will be offered as follows but not limited to: 

• A planned program of formal eSafety training will be made available to staff. 

• An audit of the eSafety training needs of all staff will be carried out regularly. 

• All new staff receive eSafety training as part of their induction program, 
ensuring that they fully understand the school eSafety policy and 
Acceptable Use Policies. 

• This eSafeguarding policy and its updates will be presented to and 
discussed by staff in staff / team meetings / INSET days. 

• The ESafety Coordinator with the Principal will provide advice / guidance 
/training as required to individuals as required. 

C3: Parent and Wider Community 

Parents Sensitization 

Many parents and carers have only a limited understanding of online safety risks 
and issues, yet they play an essential role in the education of their children and in 
the monitoring / regulation of the children’s on-line behaviors. Parents may 
underestimate how often children and young people come across potentially 
harmful and inappropriate material on the internet and may be unsure about how 
to respond. 

The school will therefore seek to provide information and awareness to parents 
and carers through: 

• Parents information Evenings. 

• School’s Curriculum packs. 
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• Parent’s school agreements and Partnerships. 

• School website and newsletters. 

• School’s LMSs and different social media websites. 

• information about national / local eSafety campaigns / literature 

Parent Engagement 

Parents’ voice and engagement in all instances as stake holders shall be captured 
and encouraged through. 

• Parent information meetings 

• Parent engagement in online surveys 

• SMS communications 

• online parents’ portal 

• Edmodo and Class Dojo 

The feedback given through these multiple channels shall be used in the 
reviewing of the eSafety policy for further development and refinement. 

The Wider Community Sensitization 

The school will aim to provide opportunities for local community 
groups/members of the community to gain from the school’s on-line safety 
knowledge and experience. This may be offered through the following: 

 

• Providing family learning courses in use of new digital technologies, 
digital literacy, and online safety 

• On-line safety messages targeted towards grandparents and other 
relatives as well as parents. 

• The school website will provide on-line safety information for the wider 
community 
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D: Standards and Monitoring 

D1: Monitoring 

D1.1: Monitoring and Intervention of Online Safety Incident 

In the event of a suspected or reported Online Safety Incident a digital incident 
report will be submitted to the ESafety Team via Microsoft Teams. The incident is 
investigated at the earliest possible time and a response is issued to all parties via 
the Online Safety Lead. The report details the nature of the incident, 
perpetrators, victims and identifies actions to be taken and next steps to prevent 
repetition or further risk. 

D1.2: Impact of Online Safety Policy and Practice 

The high-level importance placed on online safety and the comprehensive 
knowledge of students and staff has impacted the school in the following ways 

means that incidents are rare. In-school conflicts are unusual amongst students 
and therefore issues rarely overflow beyond school or on social media. Swift 
action is taken in response to any incidents and this serves as a strong 
preventative measure. Addressing ESafety and Digital Citizenship throughout the 
curriculum as well as in discrete modules has led to improved mutual respect and 
confidence in reporting even minor incidents. 
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Appendix 

1. Student / Pupil Acceptable Usage Policy 

2. Staff and Volunteers Acceptable Usage Policy 

3. Parents / Carers Acceptable Usage Policy Agreement 

4. Social Media Policy 

5. Students’ Image Use Consent Form 

6. Table of eSafety Taskforce and Committee 

7. Mobile Phone/Device Use policy 

8. Professional standards policy 

9. Discipline policy 

10. BYOD Policy 

11. MOE Students Behavior management Distance Learning 2020 

12. Digital Literacy and Citizenship Curriculum 
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Appendix 1: Students Acceptable Use Policy Agreement 

New technologies have become integral to the lives of children and young people today, both within 
schools and in their lives outside school. The internet and other digital information and communications 
technologies are powerful tools, which open new opportunities for everyone. These technologies can 
stimulate discussion, promote creativity, and stimulate awareness of context to promote effective 
learning. Young people should always have an entitlement to safe internet access. 

This Acceptable Use Policy is intended to ensure: 
 

• That young people will be responsible users and stay safe while using the internet and other 
communications technologies for educational, personal, and recreational use. 

• That school ICT systems and users are protected from accidental or deliberate misuse that could 
put the security of the systems and users at risk. 

 

The school will try to ensure that students / pupils will have good access to ICT to enhance their learning 
and will, in return, expect the students / pupils to agree to be responsible users. 

Acceptable Use Policy Agreement 

I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to 
my safety or to the safety and security of the ICT systems and other users. 

For my own personal safety: 
 

• I understand that the school will monitor my use of the ICT systems, email, and other digital 
communications. 

• I will not share my username and password with anyone or try to use any other person’s 
username and password. 

• I will be aware of “stranger danger” when I am communicating on-line. 

• I will not disclose or share personal information about myself or others when online. 

• If I arrange to meet people off-line that I have communicated with on-line, I will do so in a public 
place and take an adult with me. 

• I will immediately report any unpleasant or inappropriate material or messages or anything that 
makes me feel uncomfortable when I see it on-line. 

I understand that everyone has equal rights to use technology to support our education: 
 

• I understand that the school ICT systems are for educational use and that I will not use the 
systems for personal or recreational use unless I have permission to do so. 

• I will not use the school ICT systems for on-line gaming, on-line gambling, internet shopping, file 
sharing. 

• I will only use YouTube if I have permission to do so, 

I will act as I expect others to act toward me: 
 

• I will respect others’ work and property and will not access, copy, remove or otherwise alter any 
other user’s files, without the owner’s knowledge and permission. 

• I will be polite and responsible when I communicate with others, I will not use strong, 
aggressive, or inappropriate language and I appreciate that others may have different opinions. 

• I will not take or distribute images of anyone without their permission. 
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I understand that the school has a responsibility to keep the technology secure and safe: 

• I understand that I do not use my own devices in school. 

• I understand the risks and will not try to upload, download or access any materials which are 
illegal or inappropriate or may cause harm or distress to others, nor will I try to use any program 
or software that might allow me to bypass the filtering / security systems in place to prevent 
access to such materials. 

• I will immediately report any damage or faults involving equipment or software; however, this 
may have happened. 

• I will not open any attachments to emails, unless I know and trust the person / organization who 
sent the email, due to the risk of the attachment containing viruses or other harmful program. 

• I will not install or attempt to install programs of any type on a machine, or store programs on a 
computer, nor will I try to alter computer settings. 

• I will only use chat and social networking sites with permission and at the times that are allowed 
and supervised. 

When using the internet for research for my schoolwork, I understand that: 

• I should ensure that I have permission to use the original work of others in my own work 

• Where work is protected by copyright, I will not try to download copies (including music and 
videos) 

• When I am using the internet to find information, I should take care to check that the 
information that I find is accurate, as I understand that the work of others may not be correct. 

I understand that I am responsible for my actions, both in and out of school: 
 

• I understand that the school could act against me if I am involved in incidents or inappropriate 
behavior that are included in this agreement when I am out of school as well as in school. 
Examples of this is cyberbullying, sending/receiving inappropriate images and misuse of 
personal information. 

• I understand that if I do not follow this Acceptable Use Policy Agreement, it will lead to 
disciplinary action. This may include loss of access to the school network / internet, detentions, 
suspensions, contact with parents and in the event of illegal activities involvement of the police. 

 

Please complete the sections on the next page to show that you have read, understood, and agree to 
the rules included in the Acceptable Use Agreement. If you do not sign and return this agreement, 
access will not be granted to school ICT systems. 

Student Acceptable Use Agreement Form 

This form relates to the pupil Acceptable Use Policy (AUP), which it is attached. Please complete the 
sections below to show that you have read, understood, and agree to the rules included in the 
Acceptable Use Agreement. If you do not sign and return this agreement, access will not be granted to 
school ICT systems. 

I have read and understand the above and agree to follow these guidelines when: 

• I use the school ICT systems and equipment (both in and out of school) 

• I use my own equipment in school (when allowed) e.g. mobile phones, cameras etc. 
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• I use my own equipment out of school in a way that is related to me being a member of this 
school e.g. communicating with other members of the school e.g. through social networks, 
mobile phones, accessing school email, Learning Platform, website etc. 

Student name:……………………. 

Grade and Section:……………. 

Signed:………………… Date:……………………… 
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Appendix 2: Staff Acceptable Use Policy 

As a School with responsibility for children’s safeguarding it is important that all staff take all possible 

and necessary measures to protect data and information systems from infection, unauthorized access, 

damage, loss, abuse, and theft. All members of staff have a responsibility to use the school’s computer 

system in a professional, lawful, and ethical manner. To ensure that members of staff are fully aware of 

their professional responsibilities when using Information Communication Technology and the school 

systems, you are asked to read and sign this Acceptable Use Policy. 
 

This is not an exhaustive list and all members of staff are reminded that ICT use should be consistent 
with the school ethos, other appropriate policies, and the Law. 

 

• I understand that Information Systems and ICT include networks, data, and data storage, online 
and offline communication technologies and access devices. Examples include mobile phones, 
PDAs, digital cameras, email, and social media sites. 

• I understand that any hardware and software provided by my workplace for staff use can only 
be used by members of staff and only for educational use. To prevent unauthorized access to 
systems or personal data, I will not leave any information system unattended without first 
logging out or locking my login as appropriate. 

• I will respect system security and I will not disclose any password or security information. I will 
use a ‘strong’ password (A strong password has numbers, letters, and symbols, with 8 or more 
characters, does not contain a dictionary word and is only used on one system). 

• I will not attempt to install any purchased or downloaded software, including browser toolbars, 
or hardware without permission from the system manager. 

• I will ensure that any personal data of students, staff or parents/carers is kept in accordance 

with the data protection policy. This means that all personal data will be obtained and 

processed fairly and lawfully, only kept for specific purposes, held no longer than necessary and 

will be kept private and secure with appropriate security measures in place, whether used in the 

workplace, hosted online or accessed remotely. Any data which is being removed from the 

school site (such as via email or on memory sticks or CDs) will be encrypted by a method 

approved by the school. Any images or videos of pupils will only be used as stated in the school 

image use policy or social media policy and will always consider parental consent. 
 

I will not keep professional documents which contain school-related sensitive or personal information 
(including images, files, videos etc.) on any personal devices (such as laptops, digital cameras, mobile 

phones), unless they are secured and encrypted. Where possible I will use the School Learning Platform 

to upload any work documents and files in a password protected environment. I will protect the devices 
in my care from unapproved access or theft. 

 

I will not store any personal information on the school computer system that is unrelated to school 
activities, such as personal photographs, files, or financial information. 

I will respect copyright and intellectual property rights. 
 

I have read and understood the school eSafety policy which covers the requirements for safe ICT use, 
including using appropriate devices, safe use of social media websites and the supervision of pupils 
within the classroom and other working spaces. 
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I will report all incidents of concern regarding children’s online safety to the Designated Safeguarding 
officer and/or the eSafety Leader as soon as possible. I will report any accidental access, receipt of 
inappropriate materials, filtering breaches or unsuitable websites to the eSafety Leader or the 
designated lead for filtering as soon as possible. 

 

I will request permission to bypass any filtering and/or security systems put in place by the school and I 
will have checked the site before I take the children to it. If I suspect a computer or system has been 
damaged or affected by a virus or other malware or if I have lost any school related documents or files, 
then I will report this to the ICT Support Provider/Team via the Business Manager as soon as possible. 

 

My electronic communications with pupils, parents/carers and other professionals will only take place 
via work approved communication channels e.g. via a school provided email address or telephone 
number. Any pre-existing relationships which may compromise this will be discussed with the Senior 
Leadership team. 

 

My use of ICT and information systems will always be compatible with my professional role, whether 
using school or personal systems. This includes the use of email, text, social media, social networking, 
gaming, web publications and any other devices or websites. My use of ICT will not interfere with my 
work duties and will be in accordance with the school AUP and the Law. 

 

I will not create, transmit, display, publish or forward any material that is likely to harass, cause offence, 
inconvenience or needless anxiety to any other person, or anything which could bring my professional 
role, the school, or the City Council, into disrepute. 

 

I will promote eSafety with the pupils in my care and will help them to develop a responsible attitude to 
safety online, system use and to the content they access or create. 

 

If I have any queries or questions regarding safe and professional practice online either in school or off 
site, then I will raise them with the eSafety Leader. 

 

I understand that my use of the information systems, Internet and email may be monitored and 

recorded to ensure policy compliance. The School may exercise its right to monitor the use of 

information systems, including Internet access and the interception of e-mails to monitor compliance 

with this Acceptable Use Policy and the School’s Data Security Policy. Where it believes unauthorized 

and/or inappropriate use of the service’s information system or unacceptable or inappropriate behavior 

may be taking place, the School will invoke its disciplinary procedure. If the School suspects that the 

system may be being used for criminal purposes or for storing unlawful text, imagery or sound, the 

matter will be brought to the attention of the relevant law enforcement organization. 

I have read and understood and agree to comply with the Staff ICT Acceptable Use Policy. 

Signed: ……………………….... Name: ……………………… Date: ……… 
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Appendix 3: Parent / Career Acceptable Use Policy 

New technologies have become integral to the lives of children and young people today, both within 

schools and in their lives outside school. The internet and other digital information and communications 

technologies are powerful tools, which open new opportunities for everyone. These technologies can 

stimulate discussion, promote creativity, and stimulate awareness of context to promote effective 

learning. Young people should always have an entitlement to safe internet access. This Acceptable Use 

Policy is intended to ensure: 
 

• That young people will be responsible users and stay safe while using the internet and other 
communications technologies for educational, personal, and recreational use. 

• That school ICT systems and users are protected from accidental or deliberate misuse that could 
put the security of the systems and users at risk. 

• That parents and carers are aware of the importance of eSafety and are involved in the 
education and guidance of young people about their on-line behavior. 

 

The school will try to ensure that students / pupils will have good access to ICT to enhance their learning 
and will, in return, expect the students / pupils to agree to be responsible users. A copy of the Student 
Acceptable Use Policy is attached to this permission form, so that parents / carers will be aware of the 
school expectations of the young people in their care. 

 

Parents are requested to sign the permission form below to show their support of the school in this 
important aspect of the school’s work. 

Permission Form 

Parent / Carers Name:………………………………….. Student/s’ Name:……………………………………….. 
 

As the parent / carer of the above students / pupils, I give permission for my son / daughter to have 
access to the internet and to ICT systems at school. 

 

I know that my son / daughter has signed an Acceptable Use Agreement and has received, or will receive, 
eSafety education to help them understand the importance of safe use of ICT – both in and out of school. 

 

I understand that the school will take every reasonable precaution, including monitoring and filtering 
systems, to ensure that young people will be safe when they use the internet and ICT systems. I also 
understand that the school cannot ultimately be held responsible for the nature and content of 
materials accessed on the internet and using mobile technologies. 

 

I understand that my son’s / daughter’s activity on the ICT systems will be monitored and that the 
school will contact me if they have concerns about any possible breaches of the Acceptable Use Policy. 

 

I will encourage my child to adopt safe use of the internet and digital technologies at home and will 
promote positive, safe, and responsible behavior on the internet. I will inform the school if I have 
concerns over my child’s eSafety. 

Signed: ……………………….... Name: ……………………… Date: ……… 
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Appendix 4: Social Media and Instant Messaging communication 
Policy 

Purpose of the Policy 
 

The purpose of this policy is to ensure communications by employees in and on online social Media 

networks are consistent with the Diyar employee Code of Conduct. These online social media networks 

include but not limited to multi-media and social network sites (Facebook, LinkedIn, Flickr, Podcasts, 

Yahoo, Twitter, YouTube, etc.), blogs (Diyar Blogs and external), wikis (e.g. Wikipedia) and other user- 

generated media and sites where text, photos or videos may be posted, whether for personal or 

professional purposes. 

Aim of this Policy 

The policy requirements in this document aim to: 

• Ensure that the reputation of the school, its staff and governors is protected. 

• Safeguard all children from threats and risks to do with online bullying and Cyber bullying. 

• Protect the school from legal risks. 

• Ensure that any users can clearly distinguish where information provided via social media is 
legitimately representative of the school. 

 

At Diyar Private Academy our school community members use social media platforms to connect with 
prospective families, current families, students, and alumni. This may include promotional materials, 
educational content, and school activities, amongst others. The social media tools but not limited to. 

• Instagram 

• Facebook 

• LinkedIn 

• Website 
 

Diyar Private Academy takes social media seriously. Faculty, staff, and students are all expected to show 
respect and to take the privacy of others into careful consideration. There are clear laws in the UAE 
which govern social media, and these are acknowledged and adhered to. 

Posting Comments and Responding to Comments 
 

All comments — both positive and negative — should be responded to within 24 hours during the 
school week, and within 48 hours on the weekend. The communications team respond to all relevant 
comments and will handle addressing the comment publicly or privately (via a direct message) on a 
case-by-case basis. 

Student Privacy Protection 
 

Our school is committed to student safeguarding. To ensure the safety of our community, Diyar Private 
Academy will never post or release information that is considered private and 
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confidential. This includes posting conversations, names, personal schedules, images, addresses, phone 
numbers, etc. without noted consent. 

 

Photos of students will not be posted Diyar Private Academy social media accounts if a parent 
specifically opts their child(ren) out of such communications. Unless otherwise opted out, students are 
automatically opted in. Staff are aware of students whose parents do not given permission for 
photographs to be taken. 

 

Students, faculty, and staff should similarly respect each other’s confidential information in addition to 
Diyar Private Academy’s brand and copyrighted material. 

Expectations for Diyar Private Academy Faculty and Staff 
 

As a member of the Diyar Private Academy community, you are expected to act professionally on social 

media. If you wish to post any content of your classes, practices, or in-school interactions on social media, 

please send to Communications Team for proper review to be posted to the Diyar Private Academy accounts. 

Never use photos of students on your own personal accounts. 
 

Responding to Comments: Whether positive or negative, it is important for Diyar Private Academy’s 
Communication Team to respond to comments on our social media posts. Responses to comments or 
questions asked by community members are only to be made by the Communications Team which 
includes the Social Media Officer. 

Posting During a Crisis 
 

In a crisis, Diyar Private Academy faculty or staff member are strongly discouraged from using social 
media to make a statement. Posting a personal statement or opinion on social media regarding a school- 

related topic might also violate school policy or your contract terms. A formal press release will be 

created by the Chief Education Officer via the Communications Team. Depending on the situation, a 
social media post may also be shared by the Communications Team. 

Chat apps 
 

The use of any other chat apps is not sanctioned in school. Staff can use YAMMER which may be 
monitored. Any defamatory or offensive material posted to social media including WhatsApp could lead 
to disciplinary action. 

Professional Standards 
 

Our Professional Standards document provides specific expectations for staff in terms of behaviors 
which may discredit the school or cause distress to others. 

Expectations for Diyar Private Academy Students 
 

As a student of Diyar Private Academy, you are welcome to participate in interactions with the school 
online. You are expected to exhibit responsible behavior subject to the Students Acceptable use policy 
and any disrespect to the school or to your peers — in addition to posting photos of other students 
without consent — may result in disciplinary action. 

Conclusion 
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While social media continues to grow, so does its scrutiny. As an educational institution, we feel it is 
important for us to not only have a presence in the online space but to also safeguard our school and 
our community from any potential misuses of the platforms. This social media policy is our way of 
identifying our expectations and guidelines for safe and responsible social media use. 
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Appendix 5: Students’ Image Use consent form 

 
Name of the child’s mother/father/carer/guardian: 

  
Name of child: Date of birth: 

Occasionally, we may take photographs of the children at our school. We use photographs as evidence of learning, 
part of observations and development records (learning journeys). We may also use these images in our prospectus or 
in other printed publications that we produce, as well as on our website. We may also make video/DVD recordings for 
monitoring events or other educational use. 
In the event of our school being visited by the media who may take photographs or film footage of an event, children 
and young people may appear in these images, which may appear in local or national newspapers, or on televised 
news program. 
No personal details to identify a child will be provided with the images. 
To comply with our child safeguarding and e-Safety policies we need your permission before we can photograph or 
make any recordings of your child. Please answer the following question, then sign and date the form where shown. 
Please return the completed form to the setting as soon as possible Or complete the digital Form attached. 

1. I acknowledge that I have read and understood the Students' image use policy, and I allow the school 

to use my child(ren) images on the school websites, Social media platforms, and for any other 

educational and publication purposes. I promise to inform the school in case conditions change or 

when I have changed my mind. 
  

 Yes, I agree 

 No, I don't agree 
  

Please note that websites can be viewed throughout the world and not just in the United Arab Emirates 

I have read and understood the conditions of use. 

Parent’s or guardian’s signature…………………………….. Name (in block capitals):…………… 

Date:…………………………………………………… 
If circumstances change which could impact on your child’s safety and security, please inform the  School 
immediately 
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Appendix 6: Table of E Safety Task force and committee 

E Safety Task Force 
 

Hannah Sung E Safety Leader/Coordinator Vice Principal  

James Lothshutz Child Protection Officer Principal  

  Sidra Laique IT Support Coordinator IT Teacher  

  Salam Husien Counsellor KG to Elementary Counselor  

Jude Lobo IT Technical Support Head of Technical Support  

Christine Simmonds Advisory member Chief Education Officer  

 

 

E Safety Committee 

 

 Hannah Sung E Safety Leader/Coordinator  Vice Principal  

Sidra Laique IT Support Coordinator  IT Teacher 
Salam Husien Counsellor  KG to Elementary Counselor 

  Jude IT Technical Support  Head of Technical Support 

  James Lothschutz Child Protection Officer  Principal 

  Muhammed Shahazad Safety Officer  Safety Officer 

  Sh. Hessa E Safety Student Support  Head of Student Services 

  Amna Safar E Safety Parents 
Communication  

 Activities and Events coordinator 

  Abdullah Albloshi E Safety Student 
Representative 

 G12 Student Council President 

  Merry Grace E Safety Educational Program 
Coordinator 

  Science and STEAM Leader 

Manal Al Abdoli Parent Representative for E 
Safety 

  PTSA Parent President 
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Appendix 7: Mobile Phones/Device usage in school Policy 

The following devices may be utilized across the school: 

• Tablets 

• Laptops 

• Digital cameras 

• Wearables such as SMART watches and headphones 

• Graphic tablets etc. 

There shall be an ‘out of sight, out of mind’ policy on mobile phones for staff. Students shall be 
discouraged from using mobile phones in school. Premises and security staff use 2-way radio (Walkie 
Talkies). If in use this shall be subject to the device acceptable use policy. 

 

Mobile phones and personally owned devices will not be used in any way during lessons or formal 
school time. They should always be switched off or silent. 

 

Mobile phones and personally owned mobile devices brought into school are the responsibility of the 
device owner. The school accepts no responsibility for the loss, theft, or damage of personally owned 
mobile phones or mobile devices. 

 

Mobile phones and personal devices are not permitted to be used in certain areas within the school site 
such as changing rooms and toilets. 

 

Mobile phones will not be used during lessons or formal school time unless as part of an approved and 
directed curriculum-based activity with consent from a member of staff. 

 

The Bluetooth function of a mobile phone should always be switched off and not be used to send 
images or files to other mobile phones. 

Personal mobile phones will only be used during lessons with permission from the teacher. 
 

No images or videos should be taken on mobile phones or personally owned mobile devices without the 
prior consent of the person or people concerned. 
 

Mobile Phone Policy –No student mobile phones on campus 
 

Students are no longer allowed, under any circumstances to have phones on school grounds. 
Any student found with a mobile phone will have it confiscated and it will not be returned until the end of 
the academic year. 
  
Risks of mobile phone use in school: 
-Access to inappropriate material, people and groups 
-Exchanging or sharing phones - infection risk 
-Using phones to disrespect or bully others 
-Highly inappropriate messaging and/or photographs 
-Lost learning time 
Our students need to get back into school routines and to demonstrate the school’s behavior expectations. 
Please support us in keeping our students safe by ensuring that your child does not being a mobile phone 
into school. 
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Appendix 8: Professional Standards Policy 

  
  
Introduction 
This document details the procedure which would be followed in the event of concerns regarding the conduct or 
ability of teachers or admin/support staff. The intention is that potential disciplinary cases be dealt with at an early 
stage with a view to resolving problems as quickly and fairly as possible. 
The disciplinary process relates to the Performance Review Policy, Professional Standards documents and E-safety 
Policy. It is impossible to list all possible acts of indiscipline which could occur in any employment, and it should 
therefore be noted that the rules indicated below are not exhaustive and can serve only as a guide. Where the steps 
refer to ‘individual’ it includes all education, administration and support staff. 

PROCEDURE IN CASE OF MISCONDUCT 
The procedural steps set out below are a guide and will not be followed in full in every case, in particular during an 
individual’s initial probationary period. The point at which the procedure is entered or the omission of any of the 
stages will depend entirely on the seriousness of the offence. Thus, a series of minor offences or a repetition of one 
such offence may involve the entire procedure whilst a more serious offence may well call for a final warning. It is 
important to note that there are sometimes concerns of a serious nature which could be termed Gross Misconduct. 
Gross misconduct may lead to instant dismissal under UAE Labor Law Section 120. In this case FNG policy applies 
and cases will be investigated by Head Office HR. 
Disciplinary concerns which relate to “Article 120 (UAE Labor Law)” will be reported to FNG Head Office HR team. If 
there is reason to believe that an Employee has committed an act of gross misconduct, the following procedure will be 
applied: 
  

1. The Principal or CEO of the Employee shall inform FNG Head Office HR team about tbe Employee's 
disciplinary violation (Within 24 to 48 hours of the incident).  

2. No disciplinary action will be taken against an Employee until the case is fully investigated. 

3. HR dept. is responsible to formulate the panel to investigate the incident with the approval of the 
concerned Managing Director and selection of panel members will depend on the nature of the 
misconduct. 

4. Employee will be advised of the nature of the complaint against him/her and will be given the 
opportunity to state his/her case to panel members before any decision is made. 

5. Employee shall be entitled to administrative disciplinary measures unless in the event of gross 
misconduct, employee shall be dismissed immediately without notice.  

6. FNG reserves the right to involve local competent authorities whenever it is required.  
  
Below offences (but not limited to) relate to Article 120: 
  

 False identity adopted by the Employee or submission of forged documents.  

 Errors by the Employee resulting in significant material/financial loss. 
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 Employee violates school safety rules. 

 Failure to perform basic duties as per contract.  

 Judgement in court against employee for criminal offences. 

 Assaults the Manager / colleague and/or Employer during working hours. 

 Absent from work continuously for 7 days or irregularly for more than 20 days without informing.  

 Offences contravening professional standards and child protection/safeguarding policy (other than 
gross misconduct) may also result in summary dismissal under Article 120 as in clause 9. 

 Intoxication on the school premises or the bringing of intoxicants or illegal drugs onto the school 
premises at any time or onto the premises of an assigned school. 

 Gross carelessness or negligence: including any action or failure to act which threatens the health or 
safety of any fellow employee or school, pupil or teacher including any disregard of safety rules which 
jeopardises the safety of those on the school premises or the premises of an assigned school. This 
includes child protection issues. 

 Failure to observe the confidential nature of information concerning the school and any assigned 
school. 

 Business secrets leaked. 

 Any conduct which does or may bring the school or Company business into disrepute. 

 Breach of contract of employment: any fundamental breach of contract which renders continuation 
of employment impossible including failure to meet statute related provisions. 

 Harassment of other members of staff or of others, whether the harassment is sexual, racial or of any 
other kind. 

 Discrimination against other members of staff, applicants for employment or others which is on 
grounds of sex, marital status, race, color, religion, ethnic origin, nationality or disability. 

 Obtaining unauthorized access to, making unauthorized use of or making unauthorized amendments 
to information stored on computers, computer software or computer hardware. 

  
Breach of Professional Standards 
Any infringement of the schools’ professional standards which are not cause for disciplinary action will be dealt with 
through a reasoned and respectful discussion. Line Managers may take the following action, with the support of the 
School HR team in response to minor offences: 
  
Verbal Warning - In the case of proven minor offences, There may eb an informal discussion or the individual may be 
given a formal verbal warning which will be confirmed by e-mail. 
First Written Warning - If a more serious offence occurs or another minor offence occurs after the issue of a formal 
verbal warning the teacher/employee may be given a first written warning. 
Final Written Warning - If another offence occurs after the issue of a first written warning or if there is an action which 
the line manager or principal considers is a very serious offence a final written warning may be given to the teacher. 
Dismissal - This is regarded as the ultimate step and in cases other than gross misconduct will take place where the 
individual on a former occasion has been issued with a final written warning in respect of a similar matter or other 
cause of complaint. Where a decision to dismiss has been taken the individual will be informed that s/he will receive a 
formal written notice of this decision, together with a clear statement of the reasons for dismissal. 



48 | P a g e 

   
 

  

Procedure  
At every stage the individual shall be informed of: 
  

 His/her alleged misdemeanor 

 The consequences of further misdemeanor 

 If a verbal warning is given, then written record of this warning will be made in the individual’s file. 

 As each warning is given the school and the individual shall agree the period of time to be allowed for 
improvement not only to be achieved but also to be sustained. 

  
The principal will determine whether the case is serious enough to warrant a full investigation. If this is the case, then 
he/she will nominate an Investigating Officer to conduct an inquiry. 
  
Procedural Steps 

1. Evaluating 
Principal evaluates the allegation, complaint or issue and decides whether an inquiry is required. If the misdemeanor is 
minor, it will be dealt with by the line manager. In more serious cases, the principal will nominate Investigating Officer. 
This nominee will be an objective person who has not been involved in the case. 
  

2. Notification  
If the concern is potentially serious, the complaint against the individual shall be notified to them and he/she will be 
given the opportunity to state his / her case at a meeting with the investigating officer.  He / She shall be told that 
he/she can be accompanied by a friend of his/her choice. 
  

3. Suspension 
  
At each stage the school reserves the right to suspend the teacher without pay for a period not exceeding three days 
and for a longer period with pay should further suspension be necessary in circumstances where: 
  

 The action complained of requires the immediate removal of the individual from the 

 place of work pending a decision concerning any disciplinary action to be taken and/or 

 the action complained of/alleged requires investigation and it is considered by the school that it is 
undesirable for him or her to remain on duty. 

  
  

4. Interviews 
Investigating Officer interviews all witnesses. In the case of student witnesses, safeguarding measures must be taken 
eg 2 adults present at interview and parents included at every stage. 

5. Recording  
All witness statements are recorded in writing and signed by witnesses as a true record. 

6. Summarizing 
Following investigation, the Investigating Officer sends a written confirmation of the key findings with a 
recommendation of action to the principal. 

7. Decision 
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Principal decides on action to be taken and informs HR. 

8. Action 
HR writes to the employee and confirms the action to be taken eg oral warning, written warning, final written warning, 
dismissal. 

9. Appeals 
The individual has the right to appeal against any disciplinary action taken against him /her. The wish to appeal should 
be notified in writing to the Director of HR for FNG and shall be heard whenever possible within 24 hours of the 
disciplinary interview. In cases where the disciplinary action has been taken by the HR Director, the appeal shall be 
heard by the CEO – Education. Unless the appeal is made within five days of the interview, it will be assumed that the 
individual accepts the disciplinary action taken. 
  
Misconduct 
The following are examples which may be regarded as action warranting disciplinary action amounting to less than 
summary dismissal, and for which dismissal may be appropriate if corrective action is not taken after the issue of a 
written warning: 
  

 Unauthorized absence: including unauthorized absenteeism or unauthorized absence from the 
workplace; 

 Poor standard of work; or inadequate attention to work. 

 Poor timekeeping or attendance: every member of the staff is required to give constant and regular 
attendance within the terms of their contract of employment. 

 Provocative, abusive or truculent behavior. 

 Breaching of confidentiality. 

 Sexist or racist conduct or behavior of any kind. 
  

PROCEDURE IN CASE OF POOR PERFORMANCE 
The procedural steps for poor performance are detailed in the Performance Review Policy. 
  

Appeals 
The individual has the right to appeal against any of warnings issued for misconduct. The wish to appeal should be 
notified in writing to the Chief Executive Officer (CEO) within five working days of receipt of the warning. The decision 
of the Chief Executive Officer - Education, supported by Director or HR FNG will be final. 
  

  

  

Appendix 9: Disciplinary Policy 

  
  
Introduction 
This document details the procedure which would be followed in the event of concerns regarding the conduct or 
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ability of teachers or admin/support staff. The intention is that potential disciplinary cases be dealt with at an early 
stage with a view to resolving problems as quickly and fairly as possible. 
The disciplinary process relates to the Performance Review Policy, Professional Standards documents and E-safety 
Policy. It is impossible to list all possible acts of indiscipline which could occur in any employment, and it should 
therefore be noted that the rules indicated below are not exhaustive and can serve only as a guide. Where the steps 
refer to ‘individual’ it includes all education, administration and support staff. 
 

PROCEDURE IN CASE OF MISCONDUCT 
The procedural steps set out below are a guide and will not be followed in full in every case, in particular during an 
individual’s initial probationary period. The point at which the procedure is entered or the omission of any of the 
stages will depend entirely on the seriousness of the offence. Thus, a series of minor offences or a repetition of one 
such offence may involve the entire procedure whilst a more serious offence may well call for a final warning. It is 
important to note that there are sometimes concerns of a serious nature which could be termed Gross Misconduct. 
Gross misconduct may lead to instant dismissal under UAE Labor Law Section 120. In this case FNG policy applies 
and cases will be investigated by Head Office HR. 
Disciplinary concerns which relate to “Article 120 (UAE Labor Law)” will be reported to FNG Head Office HR team. If 
there is reason to believe that an Employee has committed an act of gross misconduct, the following procedure will be 
applied: 
  

7. The Principal or CEO of the Employee shall inform FNG Head Office HR team about tbe Employee's 
disciplinary violation (Within 24 to 48 hours of the incident).  

8. No disciplinary action will be taken against an Employee until the case is fully investigated. 

9. HR dept. is responsible to formulate the panel to investigate the incident with the approval of the 
concerned Managing Director and selection of panel members will depend on the nature of the 
misconduct. 

10. Employee will be advised of the nature of the complaint against him/her and will be given the 
opportunity to state his/her case to panel members before any decision is made. 

11. Employee shall be entitled to administrative disciplinary measures unless in the event of gross 
misconduct, employee shall be dismissed immediately without notice.  

12. FNG reserves the right to involve local competent authorities whenever it is required.  
  
Below offences (but not limited to) relate to Article 120: 
  

 False identity adopted by the Employee or submission of forged documents.  

 Errors by the Employee resulting in significant material/financial loss. 

 Employee violates school safety rules. 

 Failure to perform basic duties as per contract.  

 Judgement in court against employee for criminal offences. 

 Assaults the Manager / colleague and/or Employer during working hours. 

 Absent from work continuously for 7 days or irregularly for more than 20 days without informing.  

 Offences contravening professional standards and child protection/safeguarding policy (other than 
gross misconduct) may also result in summary dismissal under Article 120 as in clause 9. 
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 Intoxication on the school premises or the bringing of intoxicants or illegal drugs onto the school 
premises at any time or onto the premises of an assigned school. 

 Gross carelessness or negligence: including any action or failure to act which threatens the health or 
safety of any fellow employee or school, pupil or teacher including any disregard of safety rules which 
jeopardises the safety of those on the school premises or the premises of an assigned school. This 
includes child protection issues. 

 Failure to observe the confidential nature of information concerning the school and any assigned 
school. 

 Business secrets leaked. 

 Any conduct which does or may bring the school or Company business into disrepute. 

 Breach of contract of employment: any fundamental breach of contract which renders continuation 
of employment impossible including failure to meet statute related provisions. 

 Harassment of other members of staff or of others, whether the harassment is sexual, racial or of any 
other kind. 

 Discrimination against other members of staff, applicants for employment or others which is on 
grounds of sex, marital status, race, color, religion, ethnic origin, nationality or disability. 

 Obtaining unauthorized access to, making unauthorized use of or making unauthorized amendments 
to information stored on computers, computer software or computer hardware. 

  
Breach of Professional Standards 
Any infringement of the schools’ professional standards which are not cause for disciplinary action will be dealt with 
through a reasoned and respectful discussion. Line Managers may take the following action, with the support of the 
School HR team in response to minor offences: 
  
Verbal Warning - In the case of proven minor offences, There may eb an informal discussion or the individual may be 
given a formal verbal warning which will be confirmed by e-mail. 
First Written Warning - If a more serious offence occurs or another minor offence occurs after the issue of a formal 
verbal warning the teacher/employee may be given a first written warning. 
Final Written Warning - If another offence occurs after the issue of a first written warning or if there is an action which 
the line manager or principal considers is a very serious offence a final written warning may be given to the teacher. 
Dismissal - This is regarded as the ultimate step and in cases other than gross misconduct will take place where the 
individual on a former occasion has been issued with a final written warning in respect of a similar matter or other 
cause of complaint. Where a decision to dismiss has been taken the individual will be informed that s/he will receive a 
formal written notice of this decision, together with a clear statement of the reasons for dismissal. 
Procedure  
At every stage the individual shall be informed of: 
  

 His/her alleged misdemeanor 

 The consequences of further misdemeanor 

 If a verbal warning is given, then written record of this warning will be made in the individual’s file. 

 As each warning is given the school and the individual shall agree the period of time to be allowed for 
improvement not only to be achieved but also to be sustained. 



52 | P a g e 

   
 

  

  
The principal will determine whether the case is serious enough to warrant a full investigation. If this is the case, then 
he/she will nominate an Investigating Officer to conduct an inquiry. 
  
Procedural Steps 

10. Evaluating 
Principal evaluates the allegation, complaint or issue and decides whether an inquiry is required. If the misdemeanor is 
minor, it will be dealt with by the line manager. In more serious cases, the principal will nominate Investigating Officer. 
This nominee will be an objective person who has not been involved in the case. 
  

11. Notification  
If the concern is potentially serious, the complaint against the individual shall be notified to them and he/she will be 
given the opportunity to state his / her case at a meeting with the investigating officer.  He / She shall be told that 
he/she can be accompanied by a friend of his/her choice. 
  

12. Suspension 
  
At each stage the school reserves the right to suspend the teacher without pay for a period not exceeding three days 
and for a longer period with pay should further suspension be necessary in circumstances where: 
  

 The action complained of requires the immediate removal of the individual from the 

 place of work pending a decision concerning any disciplinary action to be taken and/or 

 the action complained of/alleged requires investigation and it is considered by the school that it is 
undesirable for him or her to remain on duty. 

  
  

13. Interviews 
Investigating Officer interviews all witnesses. In the case of student witnesses, safeguarding measures must be taken 
eg 2 adults present at interview and parents included at every stage. 

14. Recording  
All witness statements are recorded in writing and signed by witnesses as a true record. 

15. Summarizing 
Following investigation, the Investigating Officer sends a written confirmation of the key findings with a 
recommendation of action to the principal. 

16. Decision 
Principal decides on action to be taken and informs HR. 

17. Action 
HR writes to the employee and confirms the action to be taken eg oral warning, written warning, final written warning, 
dismissal. 

18. Appeals 
The individual has the right to appeal against any disciplinary action taken against him /her. The wish to appeal should 
be notified in writing to the Director of HR for FNG and shall be heard whenever possible within 24 hours of the 
disciplinary interview. In cases where the disciplinary action has been taken by the HR Director, the appeal shall be 
heard by the CEO – Education. Unless the appeal is made within five days of the interview, it will be assumed that the 
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individual accepts the disciplinary action taken. 
  
Misconduct 
The following are examples which may be regarded as action warranting disciplinary action amounting to less than 
summary dismissal, and for which dismissal may be appropriate if corrective action is not taken after the issue of a 
written warning: 
  

 Unauthorized absence: including unauthorized absenteeism or unauthorized absence from the 
workplace; 

 Poor standard of work; or inadequate attention to work. 

 Poor timekeeping or attendance: every member of the staff is required to give constant and regular 
attendance within the terms of their contract of employment. 

 Provocative, abusive or truculent behavior. 

 Breaching of confidentiality. 

 Sexist or racist conduct or behavior of any kind. 
  

PROCEDURE IN CASE OF POOR PERFORMANCE 
The procedural steps for poor performance are detailed in the Performance Review Policy. 
  

Appeals 
The individual has the right to appeal against any of warnings issued for misconduct. The wish to appeal should be 
notified in writing to the Chief Executive Officer (CEO) within five working days of receipt of the warning. The decision 
of the Chief Executive Officer - Education, supported by Director or HR FNG will be final. 
  

  

  

Appendix 10: BYOD Policy 
  

Rationale  
In our endeavor to ensure our students use technology to support their learning and skill development and to 

promote critical thinking. We support a ‘bring your own device’ policy in our schools.  
   

Using technology encourages students to learn collaboration, communication, creativity and critical thinking 

in a variety of ways throughout the school day. In order to achieve this, we want to ensure that every pupil can 

be connected to the school's electronic resources throughout the school day, within the school and beyond.   
   

We will provide some technology devices; STEM equipment and interactive whiteboards and project. Some 

students prefer to bring their own devices. This is not compulsory.  
   
Should your child choose to bring their own device to school for personal learning they can do so.  
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Purpose  
This policy outlines the acceptable use of electronic devices to maintain a safe and secure education 

environment with the goal of preparing students for the future, improving learning, and fostering digital 

citizenship.  

   
An important component of B.Y.O.D will be education about appropriate online behaviors. We will review 

cyber-safety rules with students frequently throughout the course of the school year and will offer reminders 

and reinforcement about safe online behaviors. In addition to the rules outlined in these guidelines, students 

will be expected to comply with all class and school rules while using personal devices. The use of technology 

is a privilege.   
   
When abused, privileges will be removed.  
   

Allowed Devices   
  

Electronic Devices shall include all computing devices that can take photographs; record audio or video data; 

store transmit or receive messages or images; or provide a wireless connection to the Internet. Examples of 

these devices include, but shall not be limited to desktops, laptops, tablets, e-readers, as well as any 

technology with similar capabilities. Mobile phones are restricted.  
   

‘Digital Citizenship’ is the norm of responsible behavior related to the appropriate use of technology. It 

encompasses digital literacy, ethics, etiquette, and online safety.Page Break  

Authorized Use of Electronic Devices:  
   

Electronic devices brought to school shall be restricted to educational and administrative purposes in approved 

locations and times under the supervision of school personnel.   
   

Authorized users shall:  
   

‘User’ is any individual granted authorization to use electronic devices. Users may include students, parents, 

staff, volunteers, visitors, contractors, or individuals employed by service providers.  
  

   

• Use electronic devices in accordance with the expectations set forth in the school Code of Conduct and 

Internet Acceptable Use policy;  
• Comply with guidelines set by school personnel for the use of electronic devices while on school property or 

while engaged in a school-sponsored activity;  

• Take photographs and audio/video recordings only with a person's consent and when authorized by school 

personnel for educational purposes;  
• Access the school network using approved infrastructure only.  

   

Device Types:  
We do not specify a brand or model that pupils might use. To help parents who want to purchase a device for 

their child, we suggest the minimum features that devices need to make them suitable for learning activities, in 

and beyond the classroom. Devices also need to be and safe and convenient to use on the school premises and 

easy to move around with.  
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Guideline for own devices - suggested minimum requirement:  
   
• Mobile Internet Access: Wi-Fi and any Web-browser  
• Manageable Weight: less than 7lbs/3.2Kg  

• Fairly long battery life: 6 hours plus  
• Minimal software/apps: only essential security software  
• Appropriate Screen size for mobile work:  
• Smaller than 15" x 11"  
• Bigger than 9" x 7.5"  

• A suitable physical keyboard: On-screen keyboards are not enough. Keyboards  
 included in soft tablet covers, are usually not enough.  
 Software / Apps:  

• A web-browser: All online devices already include a web browser like Safari,  
Internet Explorer, Firefox or Google Chrome. Firefox can be downloaded free of charge if pupils prefer it to 

other browsers. It is also good to have a second browser.  
• MS Office Responsibilities:  

   
Page Break  
Responsibilities;  
  

Responsible for any repairs or updating:  
  

Although the school IT team will be in a position to provide support regarding connectivity with personal 

devices for both students and teachers, parents or their children are responsible for ensuring that their 

children’s own devices are up to date with the latest software’s, and they are repaired in case of any damage.  
 The school may not able to provide any technical support for updating or repairing personal devices.  
  

Responsible for damage, loss, or theft:  
Parents should specify to their children the responsibility they have got while bringing their own devices to 

the school. As the school may hold no responsibility to search for lost or stolen devices without a clear 

explanation for the loss neither the school will be responsible for any financial compensations in case of loss 

or damage. And for the same cause teachers may not be responsible for any loss or damage that may occur on 

any personal devices.   

All Users are responsible for:  
  

• Registering their electronic device with the school IT Team and submitting a signed Use of Electronic 

Devices Agreement prior to connecting to the school network;  
• Ensuring electronic devices are used in accordance with school policies and  
procedures;  

• Caring, maintaining, securing, and storing their own electronic devices;  
• Preserving the privacy of accounts, login names, passwords, and/or lock codes to  
maintain the security of electronic devices and data;  
• Maintaining safe and productive learning environments when using electronic devices;  
• Practicing digital citizenship.  
   

All Administrators are responsible for:  
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• Informing users of school policy;  
• Establishing and monitoring digital citizenship through the school Code of  

Conduct and Internet Acceptable Use policy;  
• Responding effectively to disciplinary issues resulting from inappropriate  
electronic device usage;  
• Communicating appropriately with school personnel, parents, and students if  
school policy is violated from electronic device usage;  
• Providing information to users explaining how to connect electronic devices to the  
school network.  
   
Page Break  
Teachers are responsible for:  
   
• Creating equitable learning opportunities that include electronic devices for  
education purposes when relevant to curriculum and instruction;  

• Determining when students can use school or personal electronic devices  
for education purposes;  

• Supervising student use of electronic devices;  
• Responding effectively to disciplinary issues from inappropriate electronic  
device usage;  

• Communicating appropriately with administrators, parents, and students if  
school policy is violated from electronic device usage.  
  

Students are responsible for:  
  

• Using electronic devices for educational purposes in approved locations under the  

supervision of school personnel only;  
• Implementing virus and malware scanning on their electronic devices;  
• Reporting any inappropriate electronic device usage to a teacher or administrator  

immediately;  
• Ensuring their electronic devices are charged prior to bringing them to school;  

• Continuing to learn using an alternative method if an electronic device  
malfunctions.  
   

Parents are responsible for:  
   
• Helping their children take all reasonable steps to care, maintain, secure, store, and  
transport their electronic device;  

• Helping their children preserve the privacy of accounts, login names, passwords,  
and/or lock codes;  
• Identifying the electronic device by labeling it, recording details such as make, model,  
and serial number, and/or installing tracking software;  
• Procuring hazard or theft insurance for an electronic device;  

• Encouraging their children to follow school policy and practice digital citizenship;  
 • Contacting the school office to communicate with their child during the school day, instead of using text 

messages, emails, phone calls, or other digital means that have no curriculum-related/education purpose;  
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• Assuming all responsibility for their child’s unauthorized use of non-school Internet connections such as a 

3G/4G cellular phone network.  

   

Unauthorized Use of Electronic Devices  
   

Prohibited uses of electronic devices include, but are not limited to:  
• Areas where there is a reasonable expectation of privacy, such as change rooms or restrooms;  
• Circumventing school’s approved network infrastructure to access Internet connections using an external 

wireless provider;  
• Downloading files that are unrelated to educational activities;  
• Engaging in non-educational activities such as playing games, watching videos, using  
social media, listening to music, texting, or taking personal calls;  
• Cheating on assignments or tests;  

• Accessing information that is confidential;  
• Using photographs and audio/video recordings for a purpose unrelated to the school  

assignment;  
• Obtaining unauthorized access and using it to alter, destroy, or removing data;  

• Engaging in cyberbullying which involves using technology to harass, threaten,  
embarrass, or target another person;  
• Infecting a device with a virus or other program designed to alter, damage, or destroy;  

• Committing a crime under federal, provincial, and/or municipal statues;  
• Infringing upon copyright laws or plagiarizing protected information; misusing  

network resources for commercial or political party purposes.  
   

Consequences: Remedial and Disciplinary Action:  
   

• Individuals who do not comply with this Policy will be subject to appropriate consequences consistent with 

the school Code of Conduct and Internet Acceptable Use Policy.  
• Consequences may include, but are not limited to, the following, either singularly or in combination 

depending on the individual circumstances:  
   

a. Temporary confiscation of the device;  
b. A search of device contents to locate evidence of misuse;  
c. Limitations, suspension, and/or revocation of access privileges to personal and  

school technology resources;  
d. Disciplinary measures, up to and including dismissal; e. Legal action and prosecution by relevant 

authorities.  

   

 Liability:  
   

• Users are solely responsible for the care and use of electronic devices they choose to bring to school. Users 

bringing these devices to school do so at their own risk.  
• The school and school personnel shall not be liable for the loss, damage, misuse, or theft of any student-

owned electronic device: possessed/used during the school day; in/on school buildings, property, vehicles, or 

contracted vehicles; during transport to/from school; while attending school-sponsored activities.  
• The school and school personnel shall not be responsible for any negative consequences to electronic 
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devices caused by running specific software or by accessing the school network.  

Technical Support:  

• School personnel shall not provide technical support, troubleshooting, or repair for user-owned electronic 

devices.  
   
Please note that the school will provide a stamp for corporate educational equipment schemes but cannot 

confirm that devices are compulsory.   

   
Policy Details  
Bring Your Own Device Policy 2019  
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